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For Faculty, Staff and Students of Keene State College

Connecting Windows XP to KSC_Secure Wireless Network

NOTE: Before you begin: you must have administrator privileges on your PC. These

]
instructions are written for the windows wireless network connection utility. If you
are using another utility, the location of the settings may be different.

For example, if you are using the Dell Wireless WLan Card Utility. Right mouse
click on the icon and select open utility. Uncheck the box “Let this tool manage your
wireless networks” and follow the instructions below. These icons can be found in the
lower right hand corner of the system tray. Also make sure the date and time on your
laptop is correct!

Dell Wireless WLAN Card Utility

‘wireless Metwarks | Lirik Status | Site Monitor | Diagnostics | Information
[ Let this toal manaage your wirglezs networks
Show utility icon
Enable Radio

Preferred network. connections

Your computer automatically connects to the first network, that iz waithin range.

7 MO O P
; | A L &S ¥ s
Add Options
| Type  Metwark Mame Security

1. Go to your Control Panel and find and double-click on Network Connections. You may
need to double-click on Network and internet connections then Network connections
depending on your preferred view.

LAN or High-Speed Internet
‘ 2. Right-click on Wireless
3“7!" Local Area Connection Network Connection and
. % Notwork cabia UppLgged; FRe. . confirm the wireless connection
gy J-om Lot ieeracedtest . is enabled. You will know your
connection is enabled if the only
selection is “Disable” as shown
here. If it is not enabled and
select enable.

Status
Repai . . .
2 3. Right-click on Wireless
Bridge Connections Network Connection and select

Properties.
Create Shortcut

Rename
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4. Make sure the “Show icon notification” box at the bottom of the screen is checked.

-+ Wireless Network Connection 2 Properties E|E|

General | wieless Metworks | Advanced

Connect using:
B3 IntelR] PROAwineless 3945486 Met

Thiz connechon uses the follovana itens:

= Clhent for Mic i
2 File and Printer Sharing for Microsoft Networks
22 005 Packet Scheduler
¥~ Intemet Protocol [TCPAP)

X & K ®

et ) (umma ] [P ]
Descnphion

Alloves pour computer bo access resounces on a Microsoft
netwaork.

[+] Show icon in notification area when connected
[#] Motify me when this connection has limited or no connectivity

Lo J[ coneel |

5. Now select the Wireless Networks Tab. Check the box labeled Use Windows to
configure my wireless network settings.

- Wireless Network (0.ection Properties

General | "Wieless Networks |,&dvanced|

|Jze Windows to configure my wirgless network, settings

Available networks:

To connect bo, dizconnect from, or find out more information
about wirelezs netwarks inrange, click the button below.

Yiew Wirsless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed
bielane:

]

~>In the Preferred Networks window, Select

§ KSC_Secure jhutomatic) < Movewn A1 KSC_Secure, and then click on Properties

1 KSC_Student [automatic)

(It the KSC_Secure network is not in the
list you can add it manually by clicking the

Add... Remove Properties .
[ I I ] ADD button and entering KSC_Secure.)
Learn about setting up wirsless nebwork
configuration.
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’ oK ][ Cancel ]
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6. In the KSC_Secure properties window, confirm the following settings in the Wireless
Network Key box.

KSC_Secure properties

Association | Authentication || Connection

Metwork name (S50 ‘ |

[] Connect even if this netwark iz not broadcasting

wirelezs network, key

Thiz network, requires a key for the following:

M etwiork, Authentication: | WA €— |

1 *WPA for Network
Data encryption: | TEIP o | Authentication.

< *TKIP for Data encryption.

7. ‘'Then click on the
Authentication
Tab.

Enable IEEE 802 1% authentication for thiz netwark, p—
—e For EAP type, use the down

arrow to choose Protected

(Fopenc AP (PEAP)

Authenticate az computer when computer information iz available

[FA R rl| Protected EAP [PEAP)

» Make sure “Authenticate as

11

F .t'-‘«utherjticate az guest when uzer or computer information iz ComPUter when CompUte r.
unavailable information is available” is
checked.

* Make sure “Authenticate as guest
when user or computer
information is unavailable” is
unchecked.

ok | [ cancel | Now click on Properties.
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Protected EAP Properties

When connecting:

Walidate server certificate

[JConnect to these servers: \

Trusted Root Certification Autharities:

[] aBa.ECOM Root Ca ~
[[] autoridad Certificadora de la Asociacion Macional del Notaria —
[[] autoridad Certificadora del Colegio Macional de Correduria P
[] Baltimore EZ by DST

|:| Belgacom E-Trust Primary Ch

|:| Co HKT Securelet C Class A

|:| Co HKT Securelet Ca Class B

4 |

b

?

|:| Do nok prompt user ko authorize new servers or trusted

certification autharities, i

vl [ Configure... |

Select Authentication Method:

|Secured password (EAP-MSCHAP w2)

Enable Fast Reconnect <

ok ] [ Cancel

|
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8. The Protected EAP Properties
window should look like the one
shown here.

» Make sure “Validate server
certificate” is checked.

» Make sure “Enable Fast Reconnect”
is checked.

9. Now Click Configure in the Protected EAP Properties window.

FACULTY and STAFF!!! If you have logged i

laptop, make sure the box “Automatically use my Windows logon name and
password” IS checked then click OK.

EAP MSCHAPv2 Properties

“When connecting:

Automatically uze my Windows logon name and
pazsword [and domain if any].

OE.

l

l [ Cancel ]

n with your NetID and password to the

%]

If you are logged in as another user or with a generic auto login, please make sure the

box “Automatically use my Windows logon name and password” is NOT checked,
then click OK.

STUDENTS!!T Make sure the box “Automatically use my Windows logon name and
password” is NOT checked, and then click OK.
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10. Click OK two morte times to close both the Protected EAP Properties window and the
KSC_Secure Properties windows.

11. In the Wireless Network Connections Properties window, click Advanced.

- Wireless Network Connection Properties |E|E|

General | Wireless Metworks |,&dvanced

|Jze Windows to configure my wireless network settings

Available networks:

To connect o, dizconnect from, or find out more information
about wireless networks in range, click the button below.

Wiew Wirelezz Networks

Prefermed networks:
Automatically connect to available networks in the order listed
bl

(E' KSC_Secure [Automatic)
1 KSC_Student [Automatic)

Mowe down

[ Add... ][ Remove ][ Propertiez ]
Learn abaut zetting up wirsless netwark
configuration. b’
e —
[ Ok, ] [ Cancel ]

Make sure “Access point (infrastructure) networks only” is selected and that you DO
NOT have “Automatically connect to non-preferred networks” checked.

Advanced E|

Metworks bo access

() Any available network [access point preferred)

‘ (%} Access point [infrastucture] nebwarks only

() Computer-to-computer [ad hoc) networks only

] Automatically connect to non-preferred networks

Cloze

12. Click “Close” Then Click OK and close the network connections window.
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13. A popup window will now appear in the lower right task bar.

a. If you are connecting as a Student it will say “Click here to select a
certificate or other credentials for Connection to the network KSC_Secure

3] Wireless Network Connection x

Click. here ko select a certificate or ather credentials For
conneckion to the netwark KSC_Secure

Click on the popup to see the Enter Credentials window shown here. If you do not see the
)
popup single click on the icon to see the message.

You must enter your NetID, Password, and in “Logon domain”. Type the word
STUDENT. Then click OK.

User name: | |

Password: | |

Logon domain: | |

Save this user name and password For Future use

I Ok ] [ Cancel ]

b. Students will now see a popup that will say “Click here to process your logon
information for the network KSC_Secure”.

C. Ifyou are connecting as Faculty or Staff and have checked the
“Automatically use my Windows logon name and password” in section 7, you
will see a popup that will say “Click here to process your logon information for
the network KSC_Secure”.

71 wWireless Network Connection b

Click. here to process your lagon information For the nebwork,
kSC_Secure
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Click on the popup to see the Validate Server Certificate window shown here. If

el
you do not see the popup, single click on the . icon to see the message.

Validate Server Certificate

The Raoot Certification Autharity For the server's certificate is:

Weriign Trusk Metwork,
If this is the correct certificate, click O to connect and vou will not see
this message again., Click CAMCEL ko drop connection,

[ ‘Wiew Server Certificate

Ok, l[ Cancel ]

Then click OK.

9
YOll I'e dOIle! When you are within range of the KSC_Secute wireless

network, you should connect automatically. No more configuration is needed for secure
wireless access.

If you have any questions concerning this or any other technology issue, please contact the HelpDesk
at 358-2532, email helpdesk@keene.edu or stop by our office on the 204 floor of Elliot Hall.

Keene State College IT Group HelpDesk: 2nd floor Elliot Hall - www.keene.edu/helpdesk ¢ helpdesk@keene.edu * 603-358-2532


mailto:helpdesk@keene.edu

